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Alibaba Cloud Intelligent Advisor Inspection Report
Customer Name:  

Report Date: 

Summary information View the latest content in the console

Smart Consultant-Inspection Report Report presents you with a weekly summary of risk inspection. 

The content includes: Risk trends、Focus on、Risk Summary、Added inspection items etc., It is easy to understand the improvement or 

deterioration of risk trends, quickly contain the expansion of risks, and ensure the continuity of business development.

Basic information

Inspection time:

Product Count:

Real-time risk:

Risk (serious):

Risk (warning):

 18 

 22058 

 146 

 21912

Risk changes in the last 7 days

https://pre-advisor.console.aliyun.com
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 Focus on View the latest content in the console

Inspection item name
Risk
level

Category
Resources

Count
Details

SLB server certificate is not valid Warning Performance 2831 Details

VPC network security policy reasonable inspection Warning Security 2235 Details

ECS cloud disk is not set for automatic snapshot policy
inspection

Warning Security 986 Details

Disk snapshot does not release with instance detection Warning Security 962 Details

The default server Group of the SLB instance is less than two
servers

Warning Performance 870 Details

 Risk Summary View the latest content in the console

Cloud product name
Risk: 

Serious
Risk: 

Warning
Risk rate

Resources
Count

Enabled
Inspection

Item

Disabled
Inspection

Item
Details

Server Load Balancer 0 7111 871 28 0 Details

Elastic Compute Service 0 3962 1911 23 0 Details

Object Storage Service 0 3362 538 10 0 Details

Cloud Disk 0 2350 3066 7 0 Details

ECS Security Group 0 2318 2802 2 0 Details

ApsaraDB RDS 0 976 256 31 0 Details

Alibaba Cloud CDN 145 759 192 21 0 Details

Elastic IP Address 0 862 1088 8 0 Details

ApsaraDB for Redis 0 183 92 23 0 Details

Dynamic Route for
Content Delivery

Network
0 13 51 5 0 Details

Cloud Enterprise
Network

0 9 30 8 0 Details

Dedicated Host 1 6 4 8 0 Details

VPN Gateway 0 1 33 3 0 Details

Virtual Private Cloud 0 0 923 3 0
Not
yet

Shared Bandwidth 0 0 19 2 0
Not
yet

NAT Gateway 0 0 192 7 0
Not
yet

Anti-DDoS 0 0 8 2 0
Not
yet

Web Application Firewall 0 0 70 2 0
Not
yet

Note: Risk Rate = Current Number of Risks/(Product Inspection Items Opened (Number of Resources * Resource 
Inspection Items Opened))

https://pre-advisor.console.aliyun.com/advisor/survey#top
https://pre-advisor.console.aliyun.com/advisor/survey#risk
xuzhikun
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 Server Load Balancer Inspection Results View the latest content in the console

Total inspection items involved: 17

Inspection item name
SLB access control 
configuration inspection

Risk level Warning Category Security

Risk description
Check the access control configuration of the public SLB server load balancer instance. 
We recommend that you enable access control and cannot open 0.0.0.0/0.

Cure advice
In the SLB console, instance management, instance details, instance management, 
operation management, listening, set access control, enable access control, and 
confirm that 0.0.0.0/0 is not enabled.

Affected Resources (512 
Cases)

Inspection item name
SLB Prepaid instance 
expiration inspection

Risk level Warning Category Stable

Risk description The current SLB instance is prepaid and expires within 7 days. Reference document

Cure advice
Please enable automatic renewal of SLB instance as soon as possible. Reference 
document

Affected Resources (3 Cases)

Inspection item name
SLB resource 
downallocation check

Risk level Warning Category Cost

Risk description
Check that the time index value of SLB maximum connection utilization rate, new 
connection utilization rate and QPS utilization rate exceeding 90% in the past 3 days is 
lower than 20%

Cure advice
It is recommended to select a downgrade based on the use of SLB by the business to 
save costs or release instances.

Affected Resources (665 
Cases)

https://pre-advisor.console.aliyun.com/advisor/products?product=slb
https://help.aliyun.com/document_detail/74811.html
https://help.aliyun.com/document_detail/150276.html
https://help.aliyun.com/document_detail/150276.html
xuzhikun
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 Elastic Compute Service Inspection Results View the latest content in the console

Total inspection items involved: 14

Inspection item name
ECS has not created 
snapshot alerts for nearly 30 
days

Risk level Warning Category Stable

Risk description

Some ECS instances in use have not created snapshots for the last 30 days. Snapshots 
are a convenient and efficient data disaster recovery method, which is commonly used 
for data backup, custom image creation, and application disaster recovery. When an 
ECS instance fails or an application fails, you can quickly roll back to avoid business 
damage.

Cure advice
Please create a snapshot as soon as possible according to business requirements. 
Reference Document

Affected Resources (31 
Cases)

Inspection item name
ECS cloud monitoring plug-
in status inspection

Risk level Warning Category Stable

Risk description

The status of multiple ECS cloud monitoring plug-ins is abnormal, which affects the 
cloud monitoring service. CloudMonitor is a service that monitors Alibaba Cloud 
resources. Used to observe monitoring indicators, detect service availability, etc, 

.Reference Information 

Cure advice
It is recommended to turn on cloud monitoring or install cloud monitoring plug-in to 
understand the running status of cloud resources in real time and handle abnormal 
alarms in time. .See document 

Affected Resources (4 Cases)

https://pre-advisor.console.aliyun.com/advisor/products?product=ecs
https://help.aliyun.com/document_detail/25391.html
https://www.aliyun.com/product/jiankong
https://help.aliyun.com/document_detail/43393.html
xuzhikun
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 Object Storage Service Inspection Results View the latest content in the console

Total inspection items involved: 9

Inspection item name
OSSBucket server 
encryption inspection

Risk level Warning Category Security

Risk description

OSS provides server-side encryption to protect persistent data in OSS. We recommend 
that you turn on sensitive data. (The inspection results do not include financial cloud 
instances without external network endpoint. Please check OSS instances in the 
following regions: "oss-cn-hzjbp", "oss-cn-shanghai-finance-1", "oss-cn-shenzhen-
finance-1")

Cure advice
Go to the OSS console-corresponding storage space-basic settings-server encryption-
settings, and select the appropriate encryption method as required.

Affected Resources (476 
Cases)

Inspection item name
OSS logging configuration 
inspection

Risk level Warning Category Security

Risk description

A large number of access logs are generated when you access OSS. Log storage 
function, which can generate an Object in hours to write the access logs of OSS to the 
specified Bucket according to the fixed naming rules. (The inspection results do not 
include financial cloud instances without external network endpoints. Please check the 
OSS instances in the following regions: "oss-cn-hzjbp", "oss-cn-shanghai-finance-1", 
"oss-cn-shenzhen-finance-1")

Cure advice
Go to the OSS console-corresponding storage space-basic settings-Log Management-
settings, and enable logging.

Affected Resources (515 
Cases)

https://pre-advisor.console.aliyun.com/advisor/products?product=oss
xuzhikun
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