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01 Introduction to Image Migration

1.1 Overview

Cloud storage is a service model that maintains, manages, remotely backs up, and makes available data to users over
a network (typically the Internet). Users pay for their cloud data storage on a monthly per-consumption rate. While the
migration to the cloud may cost more in the beginning, the adopted model offers freedom from downtime and unlimited

scalability.

The first stage of cloud-based storage includes the migration of images to the cloud. One possibility is to migrate your

existing image repository to the cloud and then proceed by uploading new batches while updating your application.

The other option requires you to maintain your images at the current locations and employ dynamic fetch URLSs to

procure these images on-demand and package them to deliver the optimized applications to your valued visitors.

This whitepaper explores the concept of image migration in depth. It throws light on how organizations can adopt
image migration seamlessly into their workflow, and also analyzes image migration challenges along with the best

practices and service features.

Image migration constitutes "mirroring” the operating system, applications, and data available on the source host to
a virtual disk file and uploading it to the image center as a user-defined image of the uploader. This image enables
the Elastic Compute Service (ECS) host instance to start an identical instance to the source host, thus achieving the

purpose of application migration to the cloud.

The following table depicts the comparison analysis between image migration and manual re-deployment technologies

Migration Technology Type | Implementation Means Advantages Disadvantages
Manual re-deployment for Consistent deployment Versatile Low efficiency,
migration approaches with physical hosts complicated operations,

requiring more human
intervention

Image migration — cold Images are directly migrated Simple, efficient, and Scope of application is
migration to the server host using tools, high rate of success limited

with the data consistency not

guaranteed
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Image migration — Hot Deploy to the migrated service Simple, efficient, and Scope of application is
migration (not supported host using image migration with no business limited
by Alibaba Cloud) tools or migrated in a remote interruptions

connection. Possible to maintain
real-time data synchronization
during the migration process.

1.2 Challenges

Despite the fact that image migration to the cloud comes with several promises, it is not as straight-forward as it
sounds. Image migration, though, facilitates collaboration, increases the accessibility of information, enhances security,
and simplifies the process of integration. However, its implementation can dissuade organizations from executing it. It

is a complex process and organizations undergoing image migration encounter many challenges.

Cloud interoperability goes beyond application programming interfaces and virtual machine image format conversion
protocols. It involves moving your applications and assets from private to public clouds or vice versa. Therefore,
it is important to choose a cloud solution provider that not only provides appropriate tools but likewise boosts

communication between on-site applications and the regional data center.

Image migration isolates the application and its underlying infrastructure to give access to the virtual machine. This
process disengages the applications from the customer environment and adds a layer of protection from the glitches at

the end of vendor infrastructure. In such a case, the customer need not make any modifications at their end.
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02 Alibaba Cloud Image Migration Solutions

Alibaba Cloud brings a comprehensive image migration solution that allows you to combine dynamic image fetching
benefits from current online locations along with updating new images directly to the cloud. This method makes

it possible to perform lazy migration to the cloud as well as other powerful origin pulling options. You can import
your physical image files to the ECS environment and create a custom image. You can then use this image to create
ECS instances. Alternatively, you will need to open a ticket first to apply for ECS image import permission. After the

permission is granted, the “Import Image" button will appear.

ECS is a highly flexible solution. It is extremely reliable when used independently as a simple web server or with
other Alibaba Cloud products, such as Object Storage Service (OSS) and Content Delivery Network (CDN), to provide

advanced solutions.

2.1 Migration Uses

Image migration with ECS is compatible with various applications such as:

\%j Official Corporate Websites and Simple Web Applications

In the initial stage, corporate websites usually have lower traffic volumes and require low-configuration ECS instances
to run applications, databases, storage files, and other resources. As your business expands, you can upgrade the ECS
configuration and increase the number of ECS instances at any given time. This is achievable by creating an image of

the ECS server and then launching another ECS server with that image with high configurations so that the new server

can take on high load. You would also no longer need to worry about insufficient resources during peak traffic.

Databases

One can use a high-configuration input/output (I/0)-optimized ECS instance with an SSD cloud disk to support high
I/0 concurrency with higher data reliability. Alternatively, you can use multiple lower-configuration |/0-optimized ECS
instances with Server Load Balancer to deliver highly availabile architecture. In addition, you can create images of the

disk so that data is recoverable and always available for use by attaching the disk to the ECS server.
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2.2 Migration Scenarios

The following list outlines the main demand scenario sources for Alibaba Cloud image migration:

* Migration from a physical host in the offline internal data center (IDC) to Alibaba Cloud ECS host instances
* Migration from a virtual host on the traditional virtualization platform to Alibaba Cloud ECS host instances
* Migration from virtual host instances in other public clouds to Alibaba Cloud ECS host instances

* Migration between Alibaba Cloud ECS host instances in various regions and Virtual Private Clouds (VPCs)

2.3 Migration Types

Based on the migration type, the following are possible sub-categories of the migration of images to Alibaba Cloud:

P2V Migration

P2V stands for "physical to virtual." It refers to the migration of the operating system on the physical server, its
application software, and data to the ECS server managed by the Alibaba Cloud platform. This migration approach
employs tools and software to "mirror” the system status and data on the physical server to a virtual disk file. When

Alibaba Cloud starts the virtual disk file, it "injects” storage hardware and NIC driver programs to start and run it.

V2V Migration

V2V, short for “virtual to virtual," refers to the migration of virtual hosts on other cloud platforms, or virtualization
platforms, to the ECS virtual hosts on Alibaba Cloud. Examples of these would include migration from other cloud
platforms like VMware or Amazon Web Services (AWS) to Alibaba Cloud.
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03 Image Migration Feasibility Evaluation

When considering data migration to a public cloud platform, it is necessary to evaluate which workload will be a good
fit. With cloud migration becoming popular among enterprises, it is important to choose a solution that is dynamic,

agile, developed in-house with continuous integration, and can effectively accommodate downtime and errors.

Certain limitations can hinder migration to Alibaba Cloud, be it P2V or V2V. It is imperative to evaluate the migrated
server host and mirror migration tools when selecting an image for migration. The list below addresses certain points of

consideration while undertaking image migration:
* The migrated server host operating system type, file system type, and server space used
* The image migration tool supports the exported virtual disk image file format

* Compatibility requirements and restrictions

3.1 Operating System of the Migrated Server Host

Windows (32 and 64-bit)

* Microsoft Windows Server 2012 R2 (standard edition)

Microsoft Windows Server 2012 (standard edition, data center edition)
* Microsoft Windows Server 2008 R2 (standard edition, data center edition, enterprise edition)

* Microsoft Windows Server 2008 (standard edition, data center edition, enterprise edition)

Microsoft Windows Server 2003 R2 (standard edition, data center edition, enterprise edition)
* Win7 professional edition and enterprise edition

* Does not support Windows XP, Windows 8, and Windows 10
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@ Linux (64-bit)

* Red Hat Enterprise Linux (RHEL) 5, 6, 7
* CentOS 5,6, 7

« Ubuntu10,12,13,14

* Debian 6, 7

¢ OpenSUSE 13.1

SUSE Linux 10, 11,12

* Core0OS 681.2.0+

3.2 The File System Type of the Migrated Server Host

Currently, the Windows operating system supports the New Technology File System (NTFS) type, and the Linux

operating system supports the ext3 and ext4 file system types.

3.3 Disk and Space Usage of the Migrated Server

The migrated server supports only system disk migration when the migration takes place from a traditional IDC, a

traditional virtualization platform, or other cloud platforms. Further, the system disk size cannot exceed 500 GB.

If Alibaba Cloud hosts the migrated server, and one needs to migrate it to a different region or VPC, you can

simultaneously migrate the system disk and data disk. However, the system disk size cannot exceed 500 GB.

3.4 Compatibility Requirements and Restrictions

i . .
Elqa Windows Restrictions

* Imported Windows images must provide Windows activation service.
* A closed firewall. Without a closed firewall, remote login is not possible and Port 3389 must be open.

* Closed User Account Control (UAC).
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Linux Restrictions

* Aclosed firewall. The default is an open Port 22.

Unsupported enabling of SELinux.

Close or delete the Network Manager.

The imported Red Hat Enterprise Linux (RHEL) image must have a BYOL license.

* You must buy your own product serial numbers and services from the manufacturer.

Close or delete the Network Manager.

Other Restrictions

Unsupported multiple network interfaces

Unsupported IPv6 addresses

3.5 The Exported Virtual Disk Image File Formats

Alibaba Cloud only supports RAW and Virtual Hard Disk (VHD) formats for uploaded image files. If the image file is in

another format, you need to convert the format using an image file format conversion tool.
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04 Alibaba Image Migration Tools

Currently, the image migration process primarily utilizes image production tools and image file format conversion tools.
The image production tool serves to transform the operating system, applications, and data on the migrated server
host into an image file. Since different virtualized platforms support different image files or virtual disk file formats,

you should use the image format conversion tool to convert the image file format for adaption to various virtualization

platforms.

The commonly used tools for image migration to Alibaba Cloud include Alip2v, Disk2VHD, DD, and other image file
creation tools. In addition, there are several image format conversion tools such as XenConvert, StarWindConverter, and

gemu-img. Often, users use these tools in conjunction with each other,

Let us examine them in detail.

4.1 Alip2v

The Alip2v tool is an erstwhile image migration tool developed by Alibaba Cloud. The tool mainly acts on the production
of image files. It converts the Windows system of the local physical machine or virtual machine into a VHD image

file and enables the migration of the server host to Alibaba Cloud. However, presently, Alibaba Cloud is in the process
of developing a new image migration tool capable of solving the biggest problem for current image migration - the

absence of support for data disk migration.

Download Alip2v for Windows: http://publicread081.0ss-cn-hangzhou.aliyuncs.com/alip2v.zip

& FormSummary = | = .
Summary
Review the conversion parameters
Source System Source: MININT-QCRTTLK Destination: D:\alip2wv\virtual.vhd
Destination System
Options
Review
Source system information
Hostname: MININT-QCRTTLK
Username: chenjian.chj
0SVersion: Microsoft Windows NT 6.1.7601 Serwice Pack 1
CPU: Intel(R) Core(TM) 15-4210u CPU @ 1.70GHz
Destination system information
Virtual disk file format VHD
The drive to clone: C
Virtual disk file name: D:\alip2v\virtual.vhd
Size of system disk 67 G
Exclude file list: D:\alip2v_xin\alip2viexclude.txt
|< Backl | Run | | Cancel |
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Download Alip2v for Linux: http://publicread081.0ss-cn-hangzhou.aliyuncs.com/p2v

4.2 Disk2VHD

Disk2VHD is a helpful utility tool that converts a logical disk into a vhd-format virtual disk. With this tool, we can easily
convert the Drive C in the current Windows system into a VHD file and upload it to Alibaba Cloud. Disk2VHD can run on

Windows XP SP2, Windows Server 2003 SP1, or the Windows systems thereafter, and supports 64-bit systems.

Download Disk2VHD: http://publicread081.0ss-cn-hangzhou.aliyuncs.com/Disk2vhd.zip

B pisk2vhd - Sysinternals: www.sysinternals.com

Disk2vhd 2.01
Copyright ©2009-2014 mark Russinovich

Sysinternals-www.systinternals.com [ Use Vhdx

VHD File name [~ Use Volume Shadow Copy
|C:\Users\Adm'in‘istrator\Desktop\iztk67uu6ar4utz.vhd |L|
Volumes to include:

Vo]..|Labe1 | Size| Free| Space Required
[«]C:\ No Table 200.00 GB156.62 GB 44 .64 GB

Create ” Cance] || Close

4.3 Linux DD Command Tool

DD is a data copy command in Linux. Through DD, we can mirror the system disk housing the Linux and partitions into

a RAW format file. This feature of Linux DD enables us to use DD to make an image file.

4.4 XenConvert Image Format Converter

XenConvert is a tool for implementing P2V conversions. Additionally, this tool provides image format conversion

capabilities, including converting Virtual Machine Disk (VMDK) format to VHD format.

Download XenConvert: http://publicread081.0ss-cn-hangzhou.aliyuncs.com/XenConvert_Install_x64.exe
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Citrix XenConvert 2.3.1

Welcome to Citrix XenConvert!

Citrix Xenconvert is both a physical-to-virtual(P2V) and virtual-
to-wvirtual(V2V) conversion tool.

As a P2V tool, Xenconvert can convert a server or desktop workload
from an online physical machine running windows, to a xenserver

virtual machine or Provisioning Service vDisk.

As a V2V tool, Xenconvert can convert a server or desktop workload
from an offline virtual machine or disk containing any guest
operating systems including windows and Iinux, to a XenServer.

Start by choosing the source and destination of the workload below.
From VMware Virtual Hard Disk (VMDK) -

To XenServer Virtual Hard Disk (VHD) -

About

[< Back ” Next >] l Cancel I

4.5 StarWind Converter

StarWind Converter is a format conversion tool that enables conversions from VMDK to VHD, or from VHD to VMDK, or

to the IMG format native in StarWind.

Download StarWind Converter: http://publicread081.0ss-cn-hangzhou.aliyuncs.com/starwindconverter.exe

StarWind V2V Converter

G (© starlind V2V Converter

Destination image format

— Image format: — Format description:

& Vi able 1 VWware Workstation virtual disk image
& e oronableluneos (VMDK). Disk space for this image is
allocated on demand, so disk size of

) VMware stream-optimized image this image grows over time. WARNING!
B s e Rk Thiz format s not compatible with £sk

) VMware ESX server image

) VMware direct conversion to

) Microsoft VHD growable image

O Microsoft VHD pre-allocated image
O Microsoft VHUX image

(supported in windows 8 and later
versions)

) QCOW2 disk image

) Raw image

Next > || Cancel
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4.6 Qemu-img

Qemu-img is QEMU's disk management tool and is a relatively important tool during the use of QEMU/KVM. The
convert option of the gemu-img command tool supports conversions of a variety of image file formats, mainly including
Qcow, Qcow?2, VHD, RAW, and VMDK.

For example, the VMDK to VHD command is as follows:

gemu-img convert -f vmdk -0 vpc vmware_img.vmdk aliyun_img.vhd
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05 Implementation Process and Practices of
Migrating Images to Alibaba Cloud

The following diagram illustrates the different stages of the implementation process of image migration.

Image Migration
feasibility evaluation

Make or export
an image file

A 4

Covert the
image file format

N Upload the image
to Alibaba Cloud

Vs

Start an ECS instance
based on the image

A 4

Let us explore these steps in detail.

5.1 Image Migration Feasibility Evaluation

Before selecting an image for migration, we need to investigate the details of the migrated server host. It is important
to evaluate its feasibility according to the requirements and constraints described in the image migration feasibility
evaluation section. Along with that, we need to check whether the migration process requires the image migration

approach. This process will help investigate the compatibility between the image and migrated server host.

If the number and scale of the migrated server hosts are huge, and most of them have system disks and poor network
conditions, it is not advisable to use the image migration mode. The image file is often relatively large. The adoption of

image migration under this condition will prolong the migration cycle and increase human power costs to the contrary.
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If the application configuration in the migrated server host is relatively complicated and without maintenance, but the
network conditions are fine, we recommend image migration mode. Although image migration does not support data
disks, you can first migrate the system disk image to Alibaba Cloud, and then synchronize the data in those data disks

through file synchronization to the Alibaba Cloud data disks.
However, it is necessary to make certain preparations before undertaking image migration.

* Prepare public directories for storing image files

Windows:

Through creating image files for system disks in a Windows operating system using the Alip2v or DISK2VHD tool, we
can input a public directory address as the image file storage address. This includes the shared directory of a Windows

system, with large space capacity.

'l VHD_DIR Properties

General Sharing |Security Previous Versions Customizel

—Network File and Folder Sharing
VHD_DIR
Shared

Network Path [¥ share this folder

\\Znee7ot0gc7caZ\User —Settings

Share. . Share name:

| VHD_DIR

— Advanced Sharing

. | Add I Remove
Set custom permission

e EIEEL] SlairiG) G Limit the number of simultaneous 16777 B

users to:
“y Advanced Sharing
i Comments:
— Password Protection —
People must have a us
computer to access sh
|Permissians| | Caching |

To change this settin

| o || cancer || apply

0K || cCancel ||  Apply | I

Then we can input the network path as the image file storage address of Alip2v or DISK2VHD, such as

\\iZtk67uu6ar4utZ\VHD_DIR. You can write the image file to the shared directory for unified management.
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Linux:

The following is the method of preparing directories for creating image files for system disks in a Linux operating
system, using the Alip2v or DISK2VHD tool. We can set the output path to shared directories mounted with NFS to
output the image files to the shared directories in a unified way (we often deploy the shared directory to the image file

format conversion tool platform).

Below is an example of establishing an NFS environment:

1. Example environment

Shared directory server.Cent0S6.5 192.168.0.10
Migrated server: Cent0S6.5 192.168.0.11

2. Install and configure the shared directory server

1) First use the rpm-ga command to confirm installation of the see whether the required installation package

(nfs-utils, rpcbind):

1 [root@local /]# rpm -qga | grep "rpchind”
2 rpcbind-0.2.0-11.el6.x86_64

3 [root@local /J# rpm -ga | grep "nfs"

4 nfs-utils-1.2.3-39.el6.x86_64

5 nfs4-acl-tools-0.3.3-6.el6.x86_64

6 nfs-utils-lib-1.1.5-6.el6.x86_64

2) If the query result is as above, it indicates that the server itself has installed NFS. Otherwise, you can run

the yum command to install NFS:
1 [root@local /J# yum -y install nfs-utils rpchind
3) Create the shared directory:
1 [root@local /J# mkdir /sharestore
4) NFS shared file path configuration:
Edit /etc/exports to add the following line. Save the edits and then exit.
1 [root@local /]# vi /etc/exports

2 /sharestore  *(rw,sync,no_root_squash)
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5) Start the NFS service (first start rpchind, and then start nfs. If the server itself has installed NFS, you can

run the restart command to restart the two services):

1 [root@local /]# service rpchind start

2 Starting rpchind:

w

[root@local /]# service nfs start
4 Starting NFS services:
5 Starting NFS quotas:

6 Starting NFS mountd:

~

Stopping RPC idmapd:

(00]

Starting RPC idmapd:

O

Starting NFS daemon:

=

[root@local /J#

[ OK']

[ OK']
[ OK']
[ OK']
[ OK ]
[ OK']

[ OK']

6) Set NFS to automatically start on startup:

1 [root@local /]# chkconfig rpcbind on
2 [root@local /]# chkconfig nfs on

3 Configure mounting policies for the migrated server:

1) Create a mount point:

1 [root@localhost ~]# mkdir /mnt/store

2) Mount:

1 [root@localhost ~]# mount -t nfs 192.168.0.10:/sharestore /mnt/store

OIOIOIS
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* Prepare the tools and platforms for image file format conversion

The establishment of an image file format conversion platform mainly involves the installation of the image format
conversion tool. The disk space of the platform should have a large capacity to save the image file for uniform storage
and their management. The specific capacity space depends on the size of the migration image. Installation of the OSS
tool should occur on the format conversion platform. After the format conversion of the image file is complete, you can

upload the file to the Alibaba Cloud OSS under the specific account of the user.

You can install the XenConvert or StarWindConverter tool for the Windows operating system as a basic tool for the

image file format conversion platform.

It is recommended to install the gemu-img tool in the Linux operating system as a basic tool for the image file format
conversion platform.

* Check and preparations of the operating system before image export

Follow the instructions below to close the firewall and UAC and enable remote desktop on a Windows system:

1. To close the firewall: Start - Control Panel - Windows Firewall — Open and Close Firewall, select the option to

close the firewall

2. To close UAC (User Account Control): Start - Run - Input MSCONFIG to open System Configuration - Tools tab

- Change UAC Settings - set it to the minimum level — reboot the system to make the settings take effect
3. To enable remote desktop: Start - Computer - Properties - Remote Settings — enable the remote desktop
Close the firewall, SELinux, and Network Manager for your Linux system by following the steps below:

1. To close the firewall: Run the command chkconfig iptables off, and the settings will take effect after restarting the

system.

2. To close SELinux: Modify the SELINUX = " in the /etc/selinux/config file to "disabled”, and the settings will take

effect after the system is restarted.
3. Close or delete the Network Manager.

4. Remove the "mount” configuration in the /etc/fstab file.
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5.2 Make or Export an Image File

For Windows physical server hosts in the traditional IDCs or Windows server hosts on other cloud platforms, we use
the Alip2v or DISK2VHD tools to make the image file for Windows Drive C. Both tools are very simple, with similar usage

styles and steps.

For Linux physical server hosts in the traditional IDCs, or Linux server hosts on other cloud platforms, we use the
Alip2v or DD tools to export the Linux system disk. Both tools export RAW-format image files. RAW files are usually
huge (as big as the system disk size) and a user can directly upload them to the Alibaba Cloud for use. However, it is
not recommended. You can use gemu-img to convert these files to the VHD format for uploading, to save network

transmission duration.

5.3 Convert Image Formats
Specific cloud platforms can export image files, and the file format is primarily VHD. Such capability can save us from
performing the steps for image production and format conversion.

Migration from the VMware type of virtual hosts on a traditional virtual platform does not require image production.
Currently, the underlying virtual disk file of VMware virtual hosts is in VMDK format. We need to copy the VMDK file in

the ESX Server to the image format conversion platform for direct conversion.

It allows you to deploy the Xenconvert or StarWindConverter tool in the Windows system for format conversion.
The image format conversion phase mainly involves the conversion of VMDK to VHD or RAW to VHD.

Notes:

When creating the virtual disk vmdk file of VMware, you can choose to use the split approach. The approach will lead to
N virtual disk files for one virtual machine. XenConvert allows only one entry for conversion into the VHD format, so you

need to use vmware-vdiskmanager.exe to merge multiple virtual disk vmdk files into one vmdk file.
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06 Upload and Set an Image File as a
User-defined Image

We need to upload the image exported or produced off the cloud to the image center of the Alibaba Cloud. The upload
process requires OSS service. If the Alibaba Cloud account user has not activated the OSS service yet, you will first
have to activate it. You can use the OSS third-party tool client, 0SS application program interface (API), or OSS software

development kit (SDK) to upload and import the ready file to the bucket in the same region of the user-defined image of

the ECS user.
. Apply for the permission
Activate 0SS Upload an image for importing images
to 0SS
through tickets

View the image Fill in the image form
import task in the console

Once uploading the image to OSS is complete, you can authorize the ECS to import the image through a ticket
within the Alibaba Cloud console. After that, initiate authorization of the 0SS access permission to the ECS official

service account.

Image Import Procedures:
1. First, you must do the followingActivate 0SS
2. Upload the image file to the bucket in the same region where the image is to be imported.
3. Please make sure you have already authorized the official ECS service account to access your OSS
4, Before importing image, please checkmatters need attention

ECSYou must request permission to access your cloud resources.

The system has created roles for the following user. These roles can be found below. ECS . After authorzation, ECS will have access to your cloud resources.

AliyunECSImagelmportDefaultRole
Descnption: The ECS service will use this role to import image file.

Permission Descripbion:Provides ECS Service image importing authorzation, including read permussions for OSS.

AliyunECSImageExportDefaultRole
Description:The ECS service will use this role to export image file.

Permission Descripbion:Prowides ECS Service image exporting authorization, including read/wnte permissions for 055,
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Once the authorization is complete, go to the Alibaba Cloud ECS console to import the image. Before executing the
import process, you need to fill in the information form of the imported image. During this process, ensure that the

image information is correct.

Image Import Procedures:
1. First, you must do the followingActivate OSS
2. Upload the image file to the bucket in the same region where the image is to be importad.
3. Please make sure you have already authorized the official ECS service account to access yvour OSSConfirm Address
4. Before importing image, please checkmattars need attention

* Region of Image: China East 1 (Hangzhou) A
* 085 Object Address: Image's 0SS Object Address. How to get the address of OSS files
* Image Name: The name to be displayed after the image is impt
* Dperating System: Linux v
* System Disk Size (GB): The system disk size cannot be smaller than the image file.

40 GB—500 GB for Windows; 40 GE—500 GB for Linux.

* System Architecture: xB6_64 b
* System Platform: Cent0s A
* Image Format: RAW A

Image Description:

[ Add Data Image

Cancel

Find the imported image through the task manager. This process often takes several hours to complete. The import's
duration usually depends on the size of the image file and the current import workload. You can view the image

progress in the image list of the import region.
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6.1 Start an ECS Instance Based on the Image

Once you have successfully imported the image to Alibaba Cloud, you can go to the Alibaba Cloud ECS console to
create an instance based on the uploaded image. You should choose a user-defined image when selecting an image

source. You can view the imported image in the user-defined image list.

® Choose the Operating System

Public Image Custom Image Shared Image Marketplace image @

[ ] testgeo (2] VPNFlexGW | S ] MNoTagFstabWithDataDiskWithMount

n withTagFstabMoDataDisk ‘ =) withTagFstabWithDataDisk

Previous  Next

After the startup, check your ECS instance for details respectively for Windows and Linux.
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07 Alibaba Cloud Cross-VPC, Cross-region, and
Cross-account Image Migration Practices

The main demand scenarios of image migration in Alibaba Cloud include the following:
* Migrate ECS instances across VPCs, such as from VPC A to VPC B environment
* Migrate ECS instances across regions, such as from the Shanghai region to the Hangzhou region

* Migrate ECS instances across accounts, such as from Account A to Account B

Alibaba Cloud provides ECS instance snapshots and user-defined images (supporting system disks and data disks)
features, and user-defined images allow the user to copy across regions and share to other accounts for use. Based on

these features, users can achieve image migration across VPCs, regions, and accounts.

The following diagram illustrates the Alibaba Cloud cross-VPC migration process.

Generate the ECS
instance snapshot

I

Create a user-defined
image

I

Create an ECS instance
using the image in the
new VPC
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The following diagram elucidates the cross-region migration process for Alibaba Cloud.

Generate the ECS
instance snapshot

. ¢ J
(" 2\
Create a user-defined
image
N ¢ J
e N

Copy the image to
another region

v

Create an ECS instance
using the image in the
new region

Please refer to the following diagram to understand Alibaba Cloud cross-account migration process.

Generate the ECS
instance snapshot

v

Create a user-defined
image

v

Share the image to
another account

v

Create an ECS instance
using the image in
another account
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The steps defined in the migration processes above are as follows.

7.1 Generate the ECS Snapshot

The snapshot refers to a data backup of the disk at a certain point in time. Please note that if you want to maintain data
consistency, you should stop the server or service to capture the snapshot.

A. ECS snapshot operation procedure:

1. Logon to the ECS console.

2. Click the instance region, and select the instance in the left navigation area. Select the instance name or select

Manage on the right side of the instance.

Hastic Computing Sa... | Instance List  China Sauth 1 (Sherhen)  Singapo  China North 1 (Qinpdas)  China Noith 2 (Beijng)  China North 3 (7hangiskou)  China Fast 7 (Shanghal)  USFast 1 (Viginia)  Hong Kang  Mickle Fast 1 (Ouba) ]

Asia Pacific SE 2 (Sydney) NERENSERROLNEENY Geany 1 (Fankfut)  Ada Pacific NE 1 (lapan)  US West 1 (Silicon Valker)

v

- S v MwacedSach 2 B 7
~ slack storage Tags v
Disks 1 "
bp1i1BBGgMatorfima 3 ) ) _ . . N i o Subsription Connect
B eaian & e China Ead 1 Zone B 10.40.5.208(Privat 19 fukrune @ Ruming  veC U2 Cords)  Manory: 4066 M8 (VO Cotmina)  EMRARREE, MR TN L . 3
> Snapshats

3. Thereafter, select the instance disk on the left side to create snapshots of the system disk and data disk.

< [@) Deploy-Serverl &

ik TD/Naime: Disk Type(Al) = itk Statug (M) = Paymant OpIN(AL) Detachabie{ M) ~ Zone Disk Atribute  (AN) =
Ingtance Snspshots.

dbo19xau0d290uhasonl @ Ultra Cloud Disk

Secunity Groups
4068

In s Subscription Not Supported China Eact 1 Zone B Systom Disk

B. Create a user-defined image

The image is a template of the ECS instance runtime environment. It includes the operating system with a

preinstalled software.

The user-defined images are usually from the following channels:

* Create a user-defined image based on the snapshots of existing ECS instances

* Import an image file of an offline environment into an ECS cluster to generate a user-defined image

Go to the ECS instance management control, select Manage, and then select the instance snapshot on the left side to
identify whether the disk attribute of the snapshot is a system disk. Note that you cannot use data disks alone to create

an image. Then select Create User-defined Image.
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Hacuc Computing Sa... | Snepshot List  Chira Senth 1 (Sheruhwer)  Simppue Chinia Nesth 1 (Qirgebas)  Clirs Nonth 2 (Beijog) | China Ny 3 (Zhagiiskon)  China Faed 2 (Shanghal) 1S Fand 1 (Viginia) | Hong Kiorg  Mickdhe Fasd 1 (D) )

ana pactic S 2 (Syoney) [EWEEPCRRUECLEIN Gormany | (Frankfum)  Asa Pacific NF 1 (lapan) 1S Weer 1| (Stion valley)

Ovenian
e » The Snapshot Service Wil DACOMa OMeialy COMMEC 3Kz 1O MAIch 28, 2017, SMA)NOL COMMATESSATNOR oMy 3PP Th the 2SS Ste. The INLe3onal St 3nd 1303NS5e St 362 N0 JTected;
+ PBafors changes 2 requiad for commerriakaed sevices, you can ssct o delera 3l the snapshors and autamatic apshat pollies T 2 heing charged for izt snapshot services e tha commere aizadion;
< ex S + 1 you hiave s policie for the Version 2.0 Snapshat Senvice, the gensratecd sanshots wil be charpid basee on the charging standants ater commercialzation.
Digs Snapshot eame ¥ | | piaase input 3 snapshot name for a furry oc | [ Wi 18z
~ snapson D Snaoshot Dflame Dk D sk Capacity sk Attnbute(All) = Coeation Time Progress Status action
Saaphrs ) Stvigh2tbmsidued 4 bpladmimayd7risgy 506 Systom Disk 20170330 1119516 100% Succoss Disk Rollback | _Create Custom Image
Automatic Snapshot .
. i n
sholootinnlSiarhng 1206 Systenn Disk 20170201 22:5317 100% Succes Disk Rofiback | Create Custom Image
Fode SnapshotForlmage ha_a..

C. Copy an image across regions
Copying an image allows you to use images across regions.
Open a ticket to activate this feature. State the size of the image you want to copy.

By default, custom images cannot be used across regions. However, you can copy a custom image from one region to

another. This allows you to deploy a backup image system, or an identical application environment, in another region.

D. Copy an image

To copy an image, perform the following:

1. Log on to the ECS Management Console,
2. Click Images in the left-side navigation bar.
3. Select your desired region.

4. Select the image you want to copy.

Note: The image type must be Custom Image.
5. Click Copy Image. In the displayed dialog box, you can view the image ID.
6. Specify the target region to which you want to copy the image.
7. Enter aname and description for the target image and click OK.

A snapshot and a custom image will be automatically created in the target region. Ensure the status of the new image is

available before using it to create ECS instances.

E. Cancel the copying of an image
If you do not need an image currently being copied, cancel the copying operation as follows:
1. Logon to the ECS Management Console,

2. Select Images in the left navigation bar.
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3. Select the target region of the image being created. The image list is displayed.
4. Select the image that is being created and click Cancel Copy.

5. The system will prompt you to confirm cancel image copying and click OK.

7.2 Share an Image

With Alibaba Cloud, you can share your user-defined images with other users. Through the console or ECS API, you can
query the list of images shared by other accounts to your accounts. You can use the images shared by other accounts

to create ECS instances or replace the system disk.

The steps for sharing an image are as follows:

1. Logon tothe ECS console.

2. Select the image in the left navigation bar to view the image list.

3. Select a region at the top of the page.

4. Select the image to copy. The image type must be a user-defined image. Then share the image.

5. Inthe pop-up dialog box, select the account type and enter an Alibaba Cloud account. Two types of accounts exist:

+ Alibaba Cloud account: Enter the Alibaba Cloud account (login account) of the user with whom you wish to share
the image.

+ Account ID: Enter the Alibaba Cloud ID of the user with whom you wish to share the image. You can obtain
the Alibaba Cloud ID from the User Center on the Alibaba Cloud website: Account Management > Security
Settings > Account ID. You can log on directly through the following link:
https://account.console.aliyun.com/#/secure

6. The shared image to complete sharing the user-defined image.
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08 Conclusion

Migration of image workload to the cloud helps organizations deliver compelling benefits and avails support to
combat such issues as latency, scalability, and storage. However, data and image migration mechanics can strain the
organization's IT resources. Alibaba Cloud caters to all data migration needs with its exemplary solutions. Alibaba Cloud

invests resources into various categories of image migration to carry out the process with ease and effectiveness.

Image migration on Alibaba Cloud allows you to migrate configured images on the hosted server. This process lowers
cost by saving time and reducing the effort of reconfiguring all the images on the server. In addition, you can use
Alibaba Cloud Image migration as a data backup solution by creating the images of the disk or the server. Thereafter,

you can use these images to create a new disk at the time of requirement.
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